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UniFi officiel vejledning: https://dl.ui.com/qig/ucg-ultra/#index

Tilslut enheder efter tegning

Tilslut PC du vil bruge til konfiguration af Gateway og 1-2 Access Points til en PoE (Power over Ethernet)
Switch eller PoE injektor og tilslut Switch/injektor til en af LAN-porte (1-4) pa Gateway.

Interns UnifiAccess P':'N'E’" #1 UniFiAgless Paint US+ #2
POE In FoE In
#1 PoE #2 PoE
#5 WAN /
Emm- #1 Eth
- HE —=———— - ¥ -f;
UniFi Cloud Gateway Ultra UniFi Switch Lite & PoE T:'C.

Nulstilling af Cloud Gateway

Taend enheden: Sgrg for, at din Cloud Gateway er tilsluttet strem og startet helt op.

Hold Reset inde: Brug en papirclips eller lignende til at trykke forsigtigt pa Reset-knappen (placeret i det
lille hul pa bagsiden). Hold den inde i ca. 10 sekunder.

Hold gje med skaermen: Slip knappen, nar skeermen pa forsiden viser, at nulstillingen er i gang.
Genstart: Enheden genstarter automatisk. Nar skaermen viser "Ready for Setup”, er den klar til at blive sat

op pa ny.

Kontroller PC har faet IP-adresse fra Gateway

Kommandoprompt X A

Abn Kommandoprompt pa PC og

indtast ”ipconfig” og tjek PC har fiet Microsoft Windows [Version 10.0.262080.78U0]
(c) Microsoft Corporation. Alle rettigheder forbeholdes.

IPv4-adresse: 192.168.1.x og Default
Gateway: 192.168.1.1.

C:\Users\rts—admin>ipconfig

L . . Windows IP Configuration
Hvis ikke kan du frigive IP pa PC ved

H ”s + ”
at indtaste "ipconfig [release 08 Ethernet adapter Ethernet:

forny IP-adressen herefter med
e . ” Connection-specific DNS Suffix . : localdomain
ipconfig /renew Link-local IPv6 Address : fe80: :blde:U9b5:16d0: UbcO%1L
IPvl Address : 192.168.1.113 4=
Subnet Mask : 255.255.255.8
Default Gateway : 192.168.1.1 4=
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Start opseetning af UniFi Gateway fra PC gk

1. Aben Browser pa PC for at tilgd Gateway via dens IP-adresse 192.168.1.1 Vaelg et beskrivende
navn til Gateway og klik ”Next”

192.168.1.1 X +

C 2\ lkke sikker  192.168.1.1/setup/device-name

UniFi Cloud Gateway Ultra Setup

a Name Your UniFi Console
»[ UCG Ultra l

Restore From Backup »

2. Opret gratis Unifi konto eller login hvis du allerede har en. Det er samme konto der bruges til
UniFi Design Center.

192.168.1.1/setup/credentials X +

c £ lkke sikker  192.168.1.1/setup/credentials

U <
Create a Ul Account

eksempel@email.dk

mit-brugernavn

assword
mit-password

word must be between 12-64 characters long.
Agree to the Terms of Service and End User License Agreement.

Receive periodic newsletters and updates on our products and services.

Proceed Without a Ul Account Create Ul Account «

Fortsaettes pd naeste side...
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3. Genskab evt. Backup, hvis du tidligere har haft anden Gateway fra UniFi. Her fjerner

Roskilde
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jeg flueben i "Restore All Applications and Settings” og klikker ”Continue Without Skole
Backup”, for at opsaette Gateway fra ny.

192.168.1.1/setupfselect-badku. X ar

C 2\ lkke sikker  192.168.1.1/setup/select-backup

U “— Kasper Madsen

Restore From Backup

Kaspers-Gateway

*y Feb 24, 2026 at 9:47 AM

» Restore All Applications and Settings

» l Continue Without Backup

4. Gateway laver herefter speedtest af Internet-forbindelsen. Nar den er gennemfgrt, klikker man
Next.

192.168.1.1/setup/speed-test x ar

6] I\ Ikke sikker  192.168.1.1/setup/speed-test

) Speed Test
U Kasper Madsen
Download Upload
» 1" 237.7 Mbps

NiFimal i
ISP GlobalConnect A/S
Latency 7 ms
Location Denmark
|P Address 5.56.146.71

(]

Fortseettes pd naeste side...
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5. Deaktiver forslag "Use previous subnet mask”. Vi gnsker ikke at skifte IP-adressen Rk

pa Subnet lige nu. Klik “Finish”. Sk

192.168.1.1/setup/default-ip-c/ X ar

2\ lkke sikker  192.168.1.1/setup/default-ip-change

U Kasper Madsen

Default IP Change

Use previous subnet mask (Recommended) «

UniFi Metwork automatically detects network subnet mask and
can make it as the default one so that all existing clients
(including clients with static IP) can connect to the internet

without the need of obtaining a new IP from subnet.

= - L

6. Afvent faerdigggrelse af opsaetning og klik herefter pa “Go To Dashboard”.

192.168.1.1/setup/setting-up b +

2\ lkke sikker  192.168.1.1/setu

U Kasper Madsen

Fortsaettes pd naeste side...
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Hvis du bliver mgdt advarsel som nedenfor, klikker du blot Avanceret nederst til
venstre og herefter pa "Fortsaet til 192.168.1.1 (usikkert)”. Det er blot manglende

RTS — Data og kommunikation GF2 og Elektriker HF
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SSL Certifikat til HTTPS og der er intet usikkert nar al kommunikation foregar lokalt.
Du kan ogsa administrere netvaerk via din konto pa https://unifi.ui.com/

hd Fejl i forbindelse med privatlivbesky X +

& G © Ikke sikker

Bps://192.168.1.1

lér evt. SSL Certifikat under Settings -> CyberSecure -> Block Page for at undga browser

Genstart Enhed.

on Certifikat

Generelt Detaljer Certifikatst

.é,g Oplysninger om certifikat

Der er ikke tillid til dette rodcertifikat fra
noglecentret. Installer dette certifikat i lageret for
rodneglecentre, for at aktivere tillid.

Insta
blokerer siden. Klik pa UniFi SSL Certificate og kgr ”UniFi-SSL-Certificate.cer” der downloades.
a. Klik ”Installer certifikat”
b. Valg ”"Aktuel bruger” og Naeste.
c. Velg "Placer alle certifikater i folgende certifikatlager” og klik Gennemse og valg
"Rodngglecentre, der er tillid til” og klik OK og Naeste og Udfar.
d. Klik Ja til Sikkerhedsvarsel for at installere certifikat.
@ uniFi Network x  +
c Ikke sikker  Rtpsy//192.168.1.1/network/default/settings/cybersecure/cybersecure
UCG Ultra @ Network
Protection Content Filter i ging
4% Overview
Upgrade to CyberSecure Enhanced by Proofpoint and Cloudflar
Click here to activate
rh Networks =
Region Blocking (i)
Internet
. E '.'f'.' off Auto Predefing
5 VPN
= H Create New
@ cyberSecure <:
Policy Engine Disapled '.f'_' Device and Trg

= System

UCG Ultra

ntrusion Prevention (i)

=g Control Plane
fiml - Identity

Submit Support Ticket

Apply Changes Cancel

Kasper Henneberg Madsen / Kim Donnerborg

Install on each client to show blog
Use UniFi Identity for seamless ce

L UniFi SSL Certificate

Manage Certificates

Off

Udstedt tik: UniFi 550 Certificate Authority

Udstedt af: UniFi SSL Certificate Authority

Gyldigt fra 26-02-2026 til 24-02-2036

|:> Installer certifikat...| Udst

OK
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Konfigurer Netvaerk (valgfri) s

Skole

Hvis ikke brugerfladen helt matcher det pa skaermbilleder, kan enhed og Network App veere ldre/nyere.
Start evt. med at opdatere, se s. 19 hvordan.

Hvis standard-netvaerket til LAN gnskes sendret fra 192.168.1.1 /24 ggres fplgende:

1. Klik Settings -> Overview. Klik "Default” under Networks og dialogboks til hgjre dbner.
Fjern flueben i ”Auto-Scale Network”. Indtast gnsket IPv4 Address til Router (Default Gateway) og
vaelg Netmask (Subnet Mask) efter gnsket stgrrelse pa subnet. Husk adresse til trin 5!

3. /Andre fra Auto til Manual og indtast Start og Stop adresse pa DHCP Puljen. Jeg starter her pa .21
for at have nogle ledige adresser fra .2-.20 til statiske enheder.

4. Klik Apply Changes for at gemme andringer.

5. Efter @ndring af IP til Router, skal du huske at skrive den nye IP i adresselinjen i Browser.
Hvis du stadig ikke kan fa forbindelse til Router igen, sa har din PC stadig den gamle 192.168.1.x
adresse og skal fornyes. Brug "ipconfig /release” og "ipconfig /renew” i Kommandoprompt som pa
side 2. Bekraeft PC har faet en 192.168.50.x adresse eller fra det subnet du har valgt.

v (@ unifi Network x  + U = o 1%
- \

« C O Ikkesikker https://192.168.1.1/network/default/settings/settings_overview B (@ =)
\ J

» UCG Ura ® Network ©

2\

Default e
sh Networks {8} @ DHCP Manager

(5 TRy « Name Router Subnet IPvB Si IPvad
» ® Default UCG Ult 192.168.1.0/24 B
e e ! » Auto-Scale Network
G 1 Networks IPv4 Address Netmask
= . » 192.168.50.1 25
'f“-‘ Internet @ Internet {gp
E] Gati 1P () 192.168.50.1
A A atewa ) 92.168.50.
@ VPN Name Interface ISP IPv4 Address IPVE A P N
_ o Broadcast IP (i) 192.168.50.127
(@) @ CyberSecure ® Internet 1 WAN1 H Hiper A/S 192.168.0.247
- - Usable IPs 125
Policy Engine Internet 2 WANZ IP Range 192.168.50.1 - 192.168.50.126
¥ B Subnet Mask 255.255.255128
N DHCP Pool Size 106
VPN Server {g}
& System DHCP Range 192.168.50.21 - 192.168.50.126

UCG Ultra Site-to-Site VPN @, » Auto Manual

&3 Control Plane Additional IPs ()

-...5‘5 Identity @ VPN Client 5%

Allow Internet Access (1)

b

Port Forwarding {83

IGMP Snooping C'

& Policy-Based Routing 8% mDNS (D)

&

DHCP Mode

Content Filter 5%

\lml}

None @ DHCP Server DHCP Relay

22 Ethernet Port Profiles Step

» 192168.50.21 192.168.50.128|
Create New

Submit Support Ticket X

con _ Cancel Apply Changes

2 iI= WANSLA .
Network 10.0.162
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Opret DHCP Reservationer (valgfri) T
Klik pa DHCP Manager eller IP Table ved Networks pa Overview i Settings.
2. Paoversigt over DHCP kan du se alle Clients og under kolonnen Lease... se om IP er Dynamic
(Automatisk tildelt) eller Fixed (Fast adresse reserveret til enhed).
Tryk pa Add Fixed IP Client for at oprette en DHCP Reservation.

~ UniFi Network x Ar T (m} X

€ 5 O © Ikkesikker https://192.168.50.1/network/default/clients/dhcp By i

Add Client

MAC Address
1c:53:f9:47:6a:0f

Device Alias/Name

Camera-Bryggers

IP Address

192.168.50.21

|| Local DNS Record

Cancel Add Client

3. Udfyld MAC Adresse pa enhed, et beskrivende navn og den faste IP du gnsker til enhed.
Tryk herefter Add Client og reservation tilfgjes. Hvis ikke enheden er tilsluttet netvaerk endnu, vil
den fremga som Offline.

Konfigurer enheder

1. Veelg ”UniFi Devices” i menuen til venstre og du bgr kunne se en oversigt over alle UniFi enheder
pa samme netvaerk. Her er der 1x PoE Switch og 2x U6 Lite Access Points. Hvis der star “Click to
Adopt” er enheden nulstillet og klar til adoption af Gateway. Hvis der star "Click to Learn More”,
skal enheden nulstilles. Hvis ikke enheden fremgar, sa tjek status pa LED-lys pa enheden.

E Network ®

Q Search All(3) Switches (1) APs (2) 2 =
C’E: Type Name Application Status IP Address Upl
. USW-Lite-8-PoE Network Click to Learn More 192.168.0.186 -
Lt & Network Click to Adopt ~ 192.168.0.113

= . U6 Lite Network Click to Learn More 10.24.1.10

Lal

O

Oj

127.0.0.1:8080/manage/default/devices
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2. Tjek enhedens MAC-adresse, for at tjekke det er den rigtige enhed, som du

Roskilde
Tekniske

adopterer. Hvis der er Access Points i naerheden, vil de ogsa kunne ses tradlgst. Klik Skole
pa en enhed og sammenlign MAC-adressen med den i stregkoden pa bagsiden af din enhed. Klik
sa "Adopt Device”. Det tager 1-2 min. at adoptere enheden. Hvis status efterfglgende er “Click to
Update”, er der kommet en opdatering til enheden, som du bgr installere.

E Network ®

Q Search U6 Lite X
ofs o Fone Us Lite 3
- USW-Lite-8-PoE N
@ o UG Lite « N Adopt Device
U6 Lite N
Lal
MAC Address e4:38:83:e0:b2:3¢c
@ IP Address 192.168.0.113
02
<2

Vg s

IR

%Iﬂﬂlﬂﬂlll\l}%

2319G

B s+ e’ 515 sl 5 S il A LB LAl B AL IR
3. Klik pa enhed hvor der star "Click to Learn More”. Tjek MAC-adresse og find den fysiske enhed.

Nulstil enhed ved at holde reset-knap nede med spidsen af en papir-clips indtil lys sendrer sig.

4[}3“)\?'&

Vent 1-2 min. pa den starter op igen. Hvis den er nulstillet korrekt, bgr den kunne adopteres nu.

E Network ®

Q Search U6 Lite X
o
ofs L il A U Lite
¢ - USW-Lite-8-PoE N
@ : o To adopt this device, hold the reset button until its
ol U6 Lite N LED state changes. After 1-2 minutes, it will
: appear for adoption.
, U6 Lite 4 N
L&l
Y
02 ~
>
MAC Address e4:38:83:€2:28:10
P‘ﬂ IP Address 10.24.1.10

Fortsaettes pd naeste side...
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4. Navngiv enheden og opmaerk evt. Access Point med Dymo, sa du kan holde styr pa
dem nar du har flere. Klik pa enheden, vaelg Settings og angiv et beskrivende navn og

RTS — Data og kommunikation GF2 og Elektriker HF
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klik herefter Apply Changes. Nederst i Settings, kan du ogsa aktivere “"Locate”, hvor den valgte
Access Point, sa blinker hurtigt bl3a, sa du kan se hvilken du konfigurer. Husk at trykke “Stop
Locating” herefter. | disse indstillinger kan du ogsa angive en statisk IP-adresse, hvis ikke den skal

kgre dynamisk eller har en DHCP Reservation.

E Network

'® Q) Search

o | BB

Name

USW-Lite-8-PoE

U6 Lite

U6 Lite

®

U6 Lite

@ 4@

A &8
N
N Name
[ waPt <@
N
Radios
2.4 GHz

Cancel Apply Changes

Konfigurer Tradlgse netvaerk

Klik pa Settings og derefter WiFi i menuen til venstre. Her ses de tradlgse netvaerk. Tryk pa

”Create New” for at oprette et nyt tradlgst netveerk (Det kraever en WAP tilsluttet).

© @

UCG Ultra @® Network
=y
48 Overview
.
| = WiFi «
E i Networks
i:, Internet
&
o 51 ven
@ CyberSecure
— W High Availability
@)
Policy Engine
v B
2 System
UCG Ultra
&g Control Plane
» o @ Identity

Fortsaettes pd neeste side...

Name Network Broadcasting APs Radio Band
Create New «

Channel Plan

Click channel to exclude it from use

2.4GHz  2412-2484 MHz

Channels e N 12

20 MHz =

40 MHz

5GHz 518@-5885 MHz

Channels 36 40 44 4B 52 56 60 64 100 W4 108 N2 16 120 124 128 132 136 140 144 148 153 157 161 WS
20 MHz

40 MHz i

BO MHz

®in Enabl DFS available (7} Exclude

Restore to Defaults

Kasper Henneberg Madsen / Kim Donnerborg

Clients

Security
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2. Angiv et navn (SSID) til det tradlgse netvaerk og en gnsket kode. Brug kun A-Z, 0-9, Rk
punktum, bindestreg og bundstreg. Undga se@a. Veelg alle Access Points og gnsket Seie™e

Radio Band, sa du kan oprette et tradlgst netvaerk pa hver sin frekvens.. Valg Manual ved
Advanced for at fa flere indstillingsmuligheder.

UCG Ultra v @ Network © @

)] Create New WiFi b4

mName Network Broadcasting APs

Create New Hama

) Mit-WiFi «

(o)

Channel Plan =
La e
= Click on a channel to exclude it from use

ers

[wnl 2.4GHz  2412-2484 MHz i
o) Network

Channel 1 2 3 4 65 6 7 8 0 W 1 12 13 WK .

A= : i Native Network

Yy 20 MHz [
o 40 MHz Broadcasting APs (©)
) @' All
g 5GHz 518 MHz

Channmels 26 40 44 48 52 56 60 64 100 14 108 112 116 120 124 12 Application
@ 20 MHz (® Standard Hotspot loT

40 MHz == i

Radio Band (i)
=l » 2.4 GHz 5 GHz
o W inUse O Enabled [ DFS & Notavailable (7) © Excluded
Advanced Auto | Manual | «

Restore to Defaults

age Cancel Create

3. Under Advanced kan du vaelge “Security Protocol”. Nyeste og sikreste protokol er WPA3, men
2ldre enheder understgtter kun op til WPA2, sa vaelg denne eller kombination som her. Klik til
sidst Add WiFi Network, hvorefter du kommer tilbage til oversigten og kan se det nye netvaerk.
Gentag for hvert tradlgst netvaerk du gnsker. Tilfgj ”_5G”, ”_6G” til det valgte WiFi navn pa andre
frekvenser end standard 2.4 GHz. Tilfgj ”_Guest” til geeste-WiFi og ”_MLO” hvis du har et WiFi 7
AP med understgttelse for Multi Link Operation der opererer pa flere frekvenser samtidigt.

UCG Ultra v @ Network © %
'C\ Create New WiFi ®
name Network Broadcasting APs
of3 Security
= Create New
Security Protocol
’ WPAZ/WPA3
A Channel Plan PuE ()
=H Click on a channel to exclude it from use ; :
Required (®) Optional
R 2.4 GHz 2412-2484 MHz
[A7A] = :
Channels 1 2 3 4 5 8 7 8 @ 2 13 Legacy or loT clients may experience
i 20 MHz = connectivity issues with PMF. To aveid this,
40 MHz please make a separate WPA2 broadcast with
PMF disabled

s 5GHz 5180-5885 MHz ‘

Fortsaettes pd naeste side...
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4. Hvis du vil begraense den enkelte brugers hastighed og sikre kapacitet nok til alle, Rk

kan du oprette profiler med "WiFi Speed Limit”. De oprettes i bunden af siden i Seie™e

Settings -> WiFi. Klik Create New. Angiv et beskrivende navn og gnsket Download/Upload
hastighed og tryk herefter Add.

+ UCG Ultra v @ Network © ﬁ
_ In Use Enabled DFS Not available (7) Excluded - .
.”D\‘_. 9 Create New WiFi Speed Limit %
B/
nestore to Defaults
o
(o4 MName
Default WiFi Speeds (D) Maximum Speed (D » Guest Limit

Channel Width (MHz) Download Bandwidth Limit ()
L_‘j 2.4 GHz 5 GHz » 20 Mbps :

Upload Bandwidth Limit (1)

Ba ‘ 20 Mbps :

Channel Al O

5 GHz Roaming Assistant O
g ~
Wireless Meshing (i)

Mesh Monitor ()

&

Click Here to Configure

Threshold (dBm)

(%) Gateway Custe

UniFi Auto-Link ()

E WiFiman Support ()
K] WiFi Speed Limit Name C
Default L

Create New

" . L

5. Hovis ikke enheder skal kunne se hinanden pa netvaerk (f.eks. gaeste-wifi), sa saet flueben i Client
Device Isolation. Tilvaelg "WiFi Speed Limit” pa gnskede WiFi-netvaerk og vaelg relevant profil.
« UCG Ultra - @ Network © ﬁ

s stare to Defaults Create New WiFi 4

» Client Device Isolation -)
Maximum Speed (0 @ ¢

of: Default WiFi Speeds (&)
‘ SAE Anti-clogging ()
- Channel Width (MHz) =
&) 2.4 GHz 5 GHz 2
SAE Sync Time (7)
Ll -
2 v
R
2] Y
Channel Al (i) Click Here to Configure
P Behavior Controls
hY -
o 5 GHz Roaming Assistant (i) Threshold (dBm)
@] Wireless Meshing () a
Proxy ARP G'
Mesh Monitor () (®) Gateway Custc
@ ess Transition (O
UniFi Auto-Link
uaPst )
WiFiman Support O

MAC Address Filter ()

&

WiFi Speed Limit Name C
RADIUS MAC Authentication (1)
= Default L
= Guest Limit » @ wiri Speed Limit (D)
7 Profile
= Create New Manags -
Guest Limit «  New

- Cancel Create «
2
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RTS — Data og kommunikation GF2 og Elektriker HF

Opret isoleret netveerk pa andet VLAN

(valgfri)

A o

men stadig have Internet-adgang.

7. Klik Create

MI1-207-HX-RT1 « (@ Network
®
48 overview
© % wiri
) rh Networks ‘
@ Internet
8
= BN
I @ Cybersecure
F A High Availability
o
Po i
% B ®
& system
uoM Pro

g Control Plane

i 1dentity

@ share site Details ()

@ Activate Professional Support
for Phons Assistance

' Click Here

Network 10.2.105

@&

(i

Name VLAN ID
® Default 1

® Student 0

® Common e
Create New  Manage

Default Security Posture ()
Gateway mDNS Proxy )

IGMP Snooping

L3 Netwark Isolation (ACL) (D

Device Isolation (ACL) (D)

Network D)

Global Switch Settings

Spanning Tree P

Rogue DHCP Server Detection ()
Jumbo Frames (D

802.1X Control (D

Ethernet Port Profiles ()

Router

M1-207-HX-RT1

M1-207-HX-RT1

M1-207-HX-RT1

(® Allow All Block All
® Auo @ off

Create New

Name Authentication
Default UDM Pro
Create New  Local Credentials ~ Manage
STP (8 RSTP Disabled
Create New

Subnet
172.28.0.0/24
172.28.2.0/23

172.28..0/24

Custom

Kasper Henneberg Madsen / Kim Donnerborg

Klik pa Create New under Settings -> Networks
Navngiv netvaerket, f.eks. ”"BMS/Maskine” eller "10T”
Fjern flueben i ”Auto-Scale Network”

Angiv gnsket IPv4-adresse, f.eks. ”192.168.20.1 /24"
Angiv gnsket VLAN ID, f.eks. 720"
Under Manual tilvaelges Isolate Network for at der ikke kan kommunikeres med andre netvaerk,

IPV6 Subnet

Accounting

Create New Network

Name

» BMS/Maskine

Router
M1-207-HX-RT1

Internal

Pva.

» Auto-Scale Netwark

1Py Address

192.168.20.1 24

Gateway IP ()
Broadcast IP (D)
Usable IPs

IP Range 192168.20.1 - 192.
Subnet Mask

DHCP Pool Size

DHCP Range 192.168.20.6 - 192.168.20.254
B »
Auto Manual

Additional IPs

» Isolate Network (D

Allow Internet Access (D)

Cancel

192168.20.1

192.168.20.255

255.255.255.0

Roskilde
Tekniske
Skole
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RTS — Data og kommunikation GF2 og Elektriker HF

Bloker adgang til isoleret netvaerk (valgfri)

M1-207-HX-RT1 ~

o

¢
&

[iiig

https://

Klik pa Create Policy under Settings -> Zones

ma fa adgang

® Network

Action: Valg Block
Destination Zone: Valg Internal og herunder Network og vaelg dit BMS/Maskine netvaerk
Klik pa Add Policy

Kasper Henneberg Madsen / Kim Donnerborg

DMz Allow Return Allow Al (2) Allow Return
46 Overview
@ rva @ e @ Buit-in @ Custom @@ Inuse @ Paused
= WiFi ! i
Name Action  IP Version Protocol Src. Zone
sf Networks B Allow access to printers etc. Allow  1Pvd All Internal
@ Internet
B veN ) Allow Neighbor Advertisements Allow  IPV6 ICMPv6  External
@ CyberSecure ) Allow Neighbor Solicitations Allow  IPV6 ICMPv6  External
A _— £y Allow Return Traffic Allow  Both All Multiple
lability
£ Allow WireGuard VPNs Allow  Both uppP External
Polity e
@ £} Allow accessto printers etc. (R...  Allow  [Pvé Al Internal
° [5%]
t B Allow mDNS. Allow  Both uppP Internal
= system ) Block Invalid Traffic Block  Both Al Multiple
B Isolated Networks Block  Both Al Internal
UDM Pro
B Allow Al Traffic Allow  Both Al Multiple
&3 Control Plane
' £ Block All Traffic Block  Both Al Multiple
il 1dentity
Create Policy Manage
B share Site Details (i)
G Activate Professional Support
for Phone Assistance.
Click Here
Network 10.2.105
ifi.ui.com/consol E5A :2010110775

Giv regel et beskrivende navn, som f.eks. ”Bloker adgang til Maskiner”

o

Create Policy P
Name
» Bloker adgang til Maskiner
sre.
2N .
Source Zone (1)
» Internal
Any
Any Any Device (®) Network 3 MAC
A”» Default *
Any  Edit(])
172 Match Opposite (0
aa Match MAC Address (O
A ot ()
28t (@) Any Specific List
Any
Any PN
Action (1)
» ® Block Allow Reject (O

Destination Zone (1)

» Internal

Any (8 Network P
» BMSIMaskinef
Edit (1) '
Cancel Add Policy

Roskilde
Tekniske
Skole

Source Zone: Valg Internal og herunder Network og tilvaelg Default og evt. andre netvaerk der ikke

Side 14 af 21



Guide - UniFi Gateway

Opret WiFi til isoleret netveerk

Klik pa Create New under Settings -> WiFi
2. Angiv et navn (SSID) til det tradlgse netveerk og en gnsket kode. Brug suffiks der beskriver
netvaerket som f.eks. ”_BMS” eller ”_loT”
3. Velg det isolerede netvaerk som f.eks. her "BMS/Maskine”
4. Veelg loT for at WiFi er kompatibelt med sa mange enheder som muligt. Dette zendrer Radio Band
til 2.4 GHz, Security Protocol til WPA2 og deaktiverer BSS Transition

5. Klik Create

M1-207-HX-RT1 ~ (@ Network

48 Overview

2 WiFi «

] rh Networks
il

@ Internet
&1 vpN
@ CyberSecure

A\ High Availability

e}

& System
UDM Pro

&8 Control Plane

g
&

) Identity

[iii)

%

B share Site Details (i)

Name Network Broadcasting APs
® RTS-DATA_loT Native Network All APs
® RTS-DATA_loT_56 Native Network All AP
® RTS-DATA Student (1) All APs.
® RTS-DATASG Student (10) All APs

Create New Manage

@ Optimize your 6 GHz WiFi setup with our comprehensive deployment guide.

Channel Plan

Click on a channel to exclude it from use
24GHz  2412-2484 MHz

Channels 5 *

20 MHz B
40 MHz

5GHz 5180-5885 MHz

Channels

20 MHz

Kasper Henneberg Madsen / Kim Donnerborg

Radio Band

2.4 GHz

2.4 GHz

5GHz

RTS — Data og kommunikation GF2 og Elektriker HF

Roskilde
Tekniske
Skole

Create New WiFi X

Name

e » Mit-WiFi_BMS

Network
BMS/Maskine 20

Broade:

® Al

Application

Standard

Radio Band (1)

Hotspot (&) loT «

Advanced Auto Manual

Roaming Assistance

Canee!
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Roskilde

Port Forwarding st

1. Ga til Settings -> Overview og klik pa tandhjul ud for ”Port Forwarding” eller ikonet ”Policy Table”

¥ UCGUlra @® Network ©

sh Networks 4 @ DHCP Manager

G EramEs « Name Router Subnet IPv6 Subnet

@ Default UCG Ultra 192.168.50.8/25

rf1 Networks
L&

@ Internet @ Internet &
o) :
(A A

2 ven Name Interface ISP IPv4 Address IPv6 Address
\;, @ CyberSecure ® Internet 1 WAN1T W Hiper A/S 192.168.0.247

Policy Engine Internet 2 WANZ

= l&2|

»{Q} ﬁ ] VPN Server {53

& System

uce Uitra Site-to-Site VPN {33

g Control Plane

il Identity @ VPN Client £}

2. Her kan du abne porte, hvis du skal have adgang til en enhed pa det lokale netvaerk fra andre
netveerk (f.eks. nar du ikke er hjemme). Dette eksempel abner adgang til en Plex Server. Husk
enhed skal have fast IP, da port henviser til specifik IP. Tryk Create New Policy.

a. idialogboks til

7 UCG Ultra @ Network © . .
hgjre, sikrer du Port
® = o ) Create Policy ® .
o Forwarding er valgt
46 Overview @ Create New Palicy « local nemf”k by Routf NAT b AngiV valgfrit navn
Dynamic Routing Click to Set Up Creais oty B &} Portrordaiding « pé service
) 1 Networks @ view Default Policies (0) PleeServer « C. WAN Interface
@ Internet )
& E] vpN . :IT:JIicies (fVSISk port) som
N WAN Interface
O @ ctyberSecure » (® WaN1 WANZ All WANS Internet er tilsluttet din
Eng NAT Rules (2) ( Gateway
@ Port Ferwarding (0 e d. WAN- og Forward
& system a0 Port (logisk port) som
ucsuirs i service bruger
&g Control Plane Customize Columns i
@ @ A Limited
s d E e. Forward IP (IP-
hef - Identi Forward IP Address (i)
" 1021685010 e adresse til din server)
Select Device
N e f.  Den protokol
. w2400 service bruger
&7 Protocol
»@ TCP/UDP TCP uoe ‘ (TCP/UDP)

g. Tryk Add.

Submit Support Ticket ;
. Cancel

Bemaerk udrabstegn
ved WAN IP her, da jeg ikke er direkte forbundet til Internet med offentlig IP. Derfor vil det ikke
fungere i praksis, da der er endnu en Router/Firewall pa netvaerket.
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Sikkerhed

RTS — Data og kommunikation GF2 og Elektriker HF

Roskilde
Tekniske
Skole

Gateway har bade SPI (Stateful Packet Inspection - Layer 4) og DPI (Deep Packet Inspection - Layer 7)
indbygget, men nogle funktioner kraever opgradering til CyberSecure Enhanced (89€/ar).

Der er understgttelse for bade Intrusion Detection and Prevention (IDS/IPS) som er noget af den bedste
sikkerhed der tilbydes pa Gateways. Ga til Settings -> CyberSecure:

1. Aktiver Region Blocking (Both directions) og tilfgj f.eks. Iran, Nord Korea, Rusland og Hvide Rusland
for at begraense al trafik med de regioner.

2. Aktiver Encrypted DNS til Cloudflare og Googles DNS, sa alle DNS-opslag igennem Router bliver
krypteret igennem HTTPS (DoH). Husk at alle enheder skal bruge Router som primaer DNS-server.

3. Aktiver Intrusion Detection og st Detection Mode til Notify and Block, sa evt. Trusler ogsa bliver

blokeret af Router.

UCG Ultra ~ @ Network

ofs a4t Overview

l_"] 1 Networks

@ Internet

E] vPN

\=( @ CyberSecure «

Policy Engine

7 H

=

&5 System

UCG Ultra

=g Control Plane

i Identity

=&
R Share Site Details C'

i3n  Activate Professional Support

for Phone Assistance.
Click Here

22
Metwork 10.0.162

Protection Content Filter

Region Blocking ()

Encrypted DNS (3)

Honeypot C'
Identification C'

Block Page ()
Intrusion Prevention C'
Signature Update C'

Se

ected Networks C'

Detection Mode C

£
Active Detections (i)

Kasper Henneberg Madsen / Kim Donnerborg

Traffic Logging

N

) Allow

(®) Both directions Outgoing

.Belarus X
Edit (4) ‘
off Auto () Predefined

Cloudflare * Google =
Edit (2)

Create New

Disabled (®) Device and Traffic

off on 4@
March 2, 2026 at 17:05
Default =
Edit (1)

Notify @ Notify and Block «

Botnets and Threat Intelligence (1)

Viruses, Malware and Spyware (::

Hacking and Exploits (1)

Peer to Peer and Dark Web (1)

Incoming

» 3Iran % @North Korea = 'Russia ®

Custom

Traffic Only

50cf S
Aof4
50f S

30f3
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Guide - UniFi Gateway RTS — Data og kommunikation GF2 og Elektriker HF

6. Aktiver evt. Content Filter Roskilde
Tekniske

a. Angiv Navn, "f.eks. Default-Filter” som her skole

b. Vealg Source, f.eks. dit LAN navngivet “Default” medmindre du har andret det.

c. Tjek ”Basic (Adult & Malicious Filter)” er valgt for at blokere voksen-indhold og ondsindede
sider efter pre-konfigurerede lister. Enchanced er noget bedre og bruger CloudFlare, men
det kraever abonnement. Det er ogsa muligt at tilfgje sider pa Allowlist, hvis en side bliver
blokeret som en falsk-positiv og du ved den er sikker, eller der er enkelte Voksen-sider du
gerne ville kunne tilgd. Omvendt kan du tilfgje sider pa Blocklist, hvis enkelte sider ikke
fanges.

d. Seet evt. Ad Block og Safe Search til, hvis ikke du har andet Software til dette, som er lettere
at administrere. F.eks. Windows Defender/MalwareBytes’ Browser Guard eller andre
Browser Udvidelser.

e. Brug Altid, eller eendre Schedule til hvornar denne filtrering skal geelde.

UCG Ultra © @ Network
ey _ "
\u/ (@ Protection Content Filter Traffic Logging
Hb Overview Mame » Default-Filter
Source (D) » rh Default =
_ Edit (1)
L_'j oy MNetworks
- = Ad Black
@y Internet
Ej Safe Search (i) G Google B® Ein B YouTube
5 @ ven sate search (1) g L g
= “iltering g ic ( ici
D @ CyberSecure Filtering Off Enhanced (®) Basic (Adult & Malicious Filter) (0
Policy Engine Allowlist C:'
7 H Add Multiple
Blocklist ()
& System
Add Multiple
UCG Ultra
Schedule (&) Always Daily Weekly One Time Custom
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Opret VPN-adgang til dit netvaerk

Den hurtigste og nemmeste lgsning er at hente WiFiman.

1. Klik pa Teleport og Connect. Sa kommunikerer du igennem dit UniFi netvaerk uanset hvor du eri
verden. Fordelen ved denne Igsning kontra alternativer som WireGuard, OpenVPN eller L2TP, er at
de kraever der dbnes porte i Gateway.

B WiFiman Deskiop

M1-207-HX-RT1

Add New

Disconnected

M1-207-HX-RT1
* Online

WORKSTATION
*® Your Device

aill @ e

Opdateringer

1. Der kan vaere opdateringer til bade enhed og Softwaren p3, sa tjek under Settings -> Control Plane
Her er enheden opdateret, men der en opdatering til Network-softwaren pa den. Automatiske
opdateringer er dog aktiveret, sa jeg kan vente og lade den ggre det automatisk eller tvinge

opdatering igennem nu.

% UCG Ultra @® Network ©
Updates Backups Console Push Notifications UniFi 0S &
s Overview UniFi 0S
UniFi 08 Status Version Release Channel Auto Update
5.0.12 Release Notes
2 UCG Ultra Up to Date 5.0.12 Official on «
5 5 Networks Release Channe
: Internet Application Status Version Release Channel Auto Update Official
o) © Network Update to 10.1.85 10.6.162 official on
52 @ ven
- ) 58 |nnerSpace Install official Auto-Update
“) 5]
it @ CyberSecure Repeats At On Day of Week
Palicy Engine Weekly © 12 AM © Sun
B
&
= System
= UCG Ultra
o &8 Control Plane ‘
i 1dentity
Submit Support Ticket
by
Network 10.0.162
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Roskilde

Backup & Restore fot

1. Findes under Backups i Settings -> Control Plane. Der laves automatisk cloud backup ugentligt af
alle indstillinger. Du kan ogsa gennemtvinge backup hvis du lige har lavet en masse a&ndringer.
Omvendt kan du ogsa genskabe en backup her, hvis faet lavet noget rod og ting ikke virker optimalt

mere.
Updates Backups Console Push Motifications
System Backups () Auto (Weekly)

%) Feb 26, 2026 at 1:30 PM  Back Up Now ﬁ

Download Restore «
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Roskilde
Tekniske
Skole

Systemindstillinger

1. Tjek korrekt Country/Region og Time Format er indstillet i Settings -> System

uee Ultra ® Network ©
) e
\o/ | General | Backups
ofa gt Overview
s s 4@ Customize push notifications related to your UniFi Network deployment in Alarm Manager.

Country/Region 1' Denmark « -
G English 2

12 hours (8) 24 hours «
a Auto

. Networks
Ej ot Language

Time Format

o Netwark Time Protocol (NTP) (D
('=/ @ CyberSecure

Side Panel Tabs ()
Policy Engine

= M Interface Refresh Rate (D) Automatically adapt -
Professional Installer O
’{‘é} 2 System «
Debug Tools () (® off On

UCG Ultra

Control Plane

Identity

Submit Support Ticket

£03
)

Metwork 10.8.162

Email Services (©)

Log og notifikationer

off (8) S50 Email

Custom Server

Tjek log for trafik Isbende for at overvage netvaerk/handelser og indstil hvad du gnsker notifikationer pa og
hvordan, f.eks. Push notifikation fra UniFi App eller Email.

- UCG Ultra - @ Network © ﬁ
@?\) Q, Search (%] Category Event Description Severity Date / Time
UniFiDevices  Device Ready for Adoption U6+ is ready for adoption - Mar 5, 11:27:50
of2 @ Traffic logs > Flows section. X UniFi Devices AP Channel Change U® Lite moved to channel 11 from 6. - Mar 5, 11:15:35
. Ui Devices Device Adopted Kasper Madsen adopted UB Lite. - Mar 5, 11:114:07
@ oW oaw e F UniFiDevices  Device Ready for Adoption  UB Lite is ready for adoption. - Mar 5, 11:13:44
- -_— - Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.160.204.21 has ... Mar 4, 15:41:05
L_'j ® eners! (1371 vt (56) Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.68.141116 has b... ==== Mar 4, 15:41:05
Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.160.204.21 has ... =mm= Mar 4, 15:41:05
Ea Client Devices (3) Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.65.141.5@ has b... ==m=m= Mar 4, 15:41:05
Internet and WAN (5) Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.65.141.50 has b... Mar 4, 15:41:05
Power (@) Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.69.141.116 has b... Mar 4, 15:41:05
Security (123) Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 t0 10.69.141.116 has b... ==== Mar 3, 17:28:32
O Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.160.216.64 has ... =mmm= Mar 3,17:28:32
- Software Updates (2) Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 t0 10.68141.60 has b... =mm=m= Mar 3, 17:28:32
UniFi Devices (4) Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 t0 10.69.141.116 has b... =mmmm Mar 3, 17:28:32
UniFi Ethernet Ports (@) Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.69.128.102 has ... Mar 3, 17:28:32
VPN () Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 t0 10.69.128102 has ... =mm=m Mar 3, 17:28:32
Host Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.68.141.60 has b... ==== Mar 3, 17:28:32
‘,)&' Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.160.216.64 has ... o Mar 3, 17:28:32
Fvents - Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.69.141.7@ has b... =mmm Mar 3,17:28:32
Security Threat Detected and Blocked A network intrusion attempt from ASROCK-DM-X300 41:a8 to 10.68.141.81 has b.. o Mar 3, 15:33:19
Push Notification Settings «
= Export to SIEM Server 1100 of 137 Logs ~ Rows PerPage: 108 -
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